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Executive summary

This week’s cyber risk posture is elevated at 7.4/10 and rising. The strongest immediate driver was active exploitation of
enterprise systems, while data exposure, identity misuse and policy pressure continued to create management-level
risk for European organisations.

Overall posture
Elevated | 7.4/10 | rising

Treat this week as a heightened
management-risk period, not a routine
news cycle.

Immediate focus
Exposure and identity
validation

Confirm affected assets, check
compromise indicators and strengthen
identity monitoring.

Business relevance
Supplier and regulatory
pressure

Screen critical suppliers and track
regulatory milestones with
accountable ownership.

Key weekly signals

Exploitation pressure remained high

Prioritise exposure validation and compromise checks for
actively exploited enterprise technologies.

Identity abuse remained central

Token misuse, help-desk social engineering and
authentication-flow abuse remain practical defensive
priorities.

°

Items to watch next week

Data-leak relevance expanded through suppliers

Review critical suppliers, integration partners and vendor-
managed environments for downstream exposure.

Regulation and technology signals converged

NIS2, DORA, Al governance and security technology trends
increasingly require evidence-driven ownership.

e Dutch Cyberbeveiligingswet milestone and national NIS2 implementation signals.
e EU Al Act transparency implementation activity ahead of the August applicability date.

e Follow-up confirmations on exploited vulnerabilities, leak claims and identity-focused campaigns.
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CyberKreuz weekly risk radar
Public executive snapshot | Week 27 | 29 June — 5 July 2026

Purpose

The weekly radar summarises management-relevant cyber risk conditions across 2 )

five domains. It is intended for public executive use together with the Executive % Weekly risk posture
Summary. The score is not CVSS, legal advice or a statistical forecast. Itis a W Elevated

structured weekly management risk assessment based on reporting period triggers,

. . . 7.4/10 | rising | attention high
confidence, business impact and urgency.

Vulnerabilities and active
exploitation
10

Cybersecurity technology

Data leaks and exposure events
trends

European cyber regulation and
policy

New threats and emerging risks

Risk view by domain
| # | Domain | _ Score | __level | Direction | Weeklytrigger | __Managementfocus |

. . Active exploitation and current-week Validate exposure, patch or
Vulnerabilities and active e . . . L
1 exploitation 9/10 Critical Rising records affecting enterprise platforms mitigate, and check for
P and tools. compromise.
Data leaks and exposure Current-week breach and exposure Screen critical suppliers
2 P 7/10 Elevated Stable reporting with credential, supplier and . PP o
events customers and integrations.

regulated-data implications.
New threats and - Ider}tlty/tloken abusg, help-desk social
3 . . 8/10 Elevated Rising engineering, Al-assisted and
emerging risks .
developer-tool risks.
NIS2, Al Act, GDPR/EDPB and national Assign owners and track next

Validate IAM/SOC monitoring and
help-desk verification.

European cyber

4 X . 7/10 Elevated Rising . .
regulation and policy cyber-law milestones. milestones.
. Al security control planes, identity- . .
5 Cybersecurity 6/10 Moderate Rising defined reachability, runtime-aware Map to monltF)r', assess, pilot or
technology trends roadmap decisions.

security and PQC signals.
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